
CSCI 331:
Introduction to Computer Security

Instructor: Dan Barowy

Lecture 23:  
How to give a good talk /

Networks

Announcements

Last colloquium of the year!
With a real, live human!

Rishab Nithyanand
UIowa Security, Privacy, and Anonymity 
Research Team
Friday, December 10 in Wege Auditorium
Glowing in the dark: How we uncovered IPv6 address discovery and scanning 
strategies in the wild

The transition to IPv6 presents many significant challenges for Internet researchers. 
The new protocol facilitates new vulnerabilities that can be exploited and erases a 
lot of prior knowledge about how adversaries operate. As one example, the 128-bit 
address space of IPv6 is prohibitively large for exhaustive scans by malicious 
entities and requires new methods for identifying "scanning targets". In this 
talk, I will explain how we identified the IPv6 address discovery and scanning 
strategies used by IPv6 scanners in the wild.

Announcements

•Should have all feedback except for lab 5/7, Weds 
reading response, and final project.

•Will send grade report via email.
•No lab Wednesday; good time to meet.
•Regular office hours on Thursday (TCL 307).
•No office hours on Friday.

Topics

IP networking primer

Course evaluations
Giving a good talk



Your to-dos

1. Reading response (Thompson), due Wed 12/8.
2. Final project, due Friday 12/10 at 5:00pm.
3. Resubmissions due Saturday, Dec 18.

Final project presentations

Final project presentations:
Saturday, December 18
Slot 1: 1:30-3:00pm 
Slot 2: 3:30-5:00pm

Physics 205

Final project presentations

How to give a good talk

Five tips



One: Have a story Two: Don’t “bury the lede”

The Exciting Parts

2018-2018

“We forgot to tell everyone.”

Three: Don’t make your audience read Four: Use examples



Five: Stay on script Six (oops!): Finish on time

Sample talk



Juice Jacking

Dan Barowy

“Don’t use that juice!”

The hidden dangers of a USB charging jack.



“juice jacking”
USB charge rates advertised over data wires.

DEFCON 2011, “Wall of Sheep” 
(Brian Markus, Joseph Mlodzianowski, and Robert Rowley)

DEFCON 2011, “Wall of Sheep” 
(Brian Markus, Joseph Mlodzianowski, and Robert Rowley)



USB debugging = pwned



Mitigations



Juice Jacking

Dan Barowy

Thanks!
Evaluation Forms

(all of these are anonymous)



We care a lot about what you say in these 
forms.  Please take your time and write 
thoughtful responses.

Your feedback is valuable to me. It will help 
me decide whether these changes were 
good or bad.

I changed parts of the course this semester 
based on prior feedback.

Purpose of Blue Sheets

Student comments on the blue sheets […] are solely for your 
benefit. They are not made available to department or program 
chairs, the Dean of the Faculty, or the CAP for evaluation 
purposes.

—Office of the Provost, Williams College

Purpose of SCS Forms

“[T]he SCS provides instructors with feedback regarding their 
courses and teaching. The faculty legislation governing the 
SCS provides that SCS results are made available to the 
appropriate department chair, the Dean of the Faculty, and at 
appropriate times, to members of the Committee on 
Appointments and Promotions (CAP). The results are 
considered in matters of faculty reappointment, tenure, and 
promotion.”

—Office of the Provost, Williams College

* Did you look forward to attending class?

* What course topic did you enjoy the most? 

* Are there course topics that you did not like? If so, 
was the issue with presentation or importance?

* Please comment on other aspects of the course and 
feel free to suggest alternatives.  E.g., office hours, 
TAs, assignments, course structure, meeting times, 
etc.

“Blue Sheet” Prompts



IP networking

IP networking

• Invented in 1974 by Vint Cerf (Stanford), Bob Kahn (BBN), and Jon 
Postel (UCLA).

• IP (Internet Protocol) was a radical departure from existing 
networking, inspired by the experimental CYCLADES network.

• IP was built on a connectionless packet-switched architecture 
instead of a connection-oriented architecture like telephony.

Connection-oriented communication

• Tech. behind original telephone network (“POTS”: 1876-1988).
• During a call, a physical circuit is closed between two endpoints.
• The line is “reserved” for those two callers.
• Anyone else wanting to make a call needs to reserve another line 

or wait.
• Highly reliable; less than 5 minutes outage per year (“five nines”).
• Relatively simple technology.
• Major drawback: adding capacity is very expensive.  You need to 

add physical wires!

The ARPANet

• Predecessor to the modern Internet.
• Largely built by BBN and funded by DARPA in the 1960’s.
• Problem: building network using connection-oriented architecture 

was too expensive.
• Decided to go connectionless.



Connectionless communication

• Uses a technique called “packet switching.”
• Messages are broken into little pieces (“packets” or “datagrams”)
• Network reserves resources just long enough to send one piece.
• It is the sender’s/receiver’s responsibility to ensure data is 

delivered reliably, not the network’s.
• Instead of reliability guarantees, network ensures “best effort.”
• Makes better utilization of shared resources.
• Many messages can then be multiplexed onto the network.
• Key takeaway: don’t need more wires!

Pooled vs Static Buffers

• From Denning, Peter. “A Statistical Model for Console Behavior in 
Multiuser Computers” CACM, Vol.11, No.9 p. 605, Sept 1968.

• For 50 users and a ratio of characters/interrupt = 10.

• This result is completely general for static vs pooled resources.  It is 
really a no-brainer.
• Values for the blanks in the pooled column were too small to 

represent on the computer Denning used.

Total Buffer Size           Probability of Overflow
         (in bytes)                 Pooled               Static

  750                   .006                  .90
1000                           10-6                  .76
1500     .44
2000     .22
2500     .10
3000     .05
3500     .02
4000     .01
4500     .004

(slide courtesy of Prof. John Day at Boston U.)

Connectionless communication

• Major downside: pushed complexity onto sender/receiver.
• The ARPANet was an experiment to figure out how to do this.
• More importantly, how to do it reliably.
• Cert, Kahn, and Postel’s Internet Protocol addressed reliability 

problems and was quickly adopted for use on the ARPANet.

How IP works
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How IP works
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• A makes a connection and sends its packet(s) to its gateway, 
the router, G.
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How IP works
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• G asks its routing table “what is the shortest path to F”?
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How IP works
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• G chooses any of the shortest paths and sends the packet to the 
router H.
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How IP works
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• H stores the packet and closes the connection to G.

I

How IP works
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• K stores the packet and closes the connection to H.
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• J chooses any of the shortest paths and sends the packet to the 
receiver F.



How IP works
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• F stores the packet and closes the connection to K.

How IP works
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• Notice that at any point, only a small fraction of network resources 
are used.

How IP works
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• But how does a router “know” where to send data?
• It looks in its route table.

How IP works
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• Internet is divided into chunks called autonomous systems (AS).
• Each AS defines what is called a subnetwork (aka “subnet”).



How IP works
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• Each AS is responsible for routing traffic inside its borders.  Between 
ASes, routers use published route information to select a next hop.

How IP works
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• ASes are also hierarchical.  E.g., router K belongs to an AS that is a 
part of a bigger AS.  H is delegates to K for routing within the yellow 
subnet.

How IP works
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• Subnets are defined by contiguous blocks of addresses.

128.0.0.0/8

64.0.0.0/8

32.0.0.0/8
32.18.90.0/24

32.44.0.0/16

IPv4 address

32.45.8.12

It’s like a mailing address for the Earth.

Each byte (“octet”) is between 0 and 255 (0 to 28 - 1 ).

This is actually just a 32-bit number split into 4 pieces. 

0 0 1 0 0 0 0 0 0 0 1 0 1 1 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1 1 0 0

32 45 8 12



CIDR

• The subnet mask says which part of the address is fixed, and which 
part is variable.

• An AS is responsible for routing the variable part.
• In this example, any router knows that the AS for 32.0.0.0/8 is 

responsible for routing any packet with an address starting with 32.

32.0.0.0/8

Classless Interdomain Routing (“cider”)

address prefix subnet mask

0 0 1 0 0 0 0 0 0 0 1 0 1 1 0 1 0 0 0 0 1 0 0 0 0 0 0 0 1 1 0 0addr

mask

Recap & Next Class

Today we learned:

Next class:

How to give a good talk

Retrospective

IP networking

What I do

A little more IP networking


