
CSCI 15: AN INTRODUCTION 
TO THE MODERN INTERNET
Lecture 9: Search Engines, the Structure of the Web, and the 
Deep Web



ADMIN

§ Papers are due Friday!!!
§ As I mentioned in the first class: no extensions (my 
grades are due)



WIKIPEDIA GAME!

§ How many clicks to get to Williams College?
§ Start with Wikipedia page (given on website)
§ Only click Wikipedia links
 No dates, no “discussion” etc.

§ What’s the shortest path you can find?
§ Example: Harvard to Williams
§ 20 minutes, 4 pages on the website (plus random generator)



WIKIPEDIA GAME

§ What are we drawing here?
§ Does this idea apply to other topics?
§ What kind of pages were most helpful?



5 DEGREES TO KEVIN BACON

§ https://oracleofbacon.org/
§ Get from one actor to Kevin Bacon, where links are 
due to appearing in a common movie 

https://oracleofbacon.org/


GRAPH

§ Way to 
represent 
relationships
§ Friendship 
graph, 
network/web 
graph
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BRINGING THESE TOGETHER

§ What does the Wikipedia game (or Kevin Bacon 
game) mean in terms of a graph?
§ “Path” of edges from one node to another



WEB GRAPH What can we learn from this?



FUN WITH THE WEB GRAPH

§ http://internet-map.net/
§ Links not shown (oh well)
§ Why are some websites large?

http://internet-map.net/


MAP OF THE WEB IN 1998



SHAPE OF THE WEB

§ What does this look like?  
§ Random?
§ Lots of big sites that get linked to, but don’t link to 
anyone else?



SHAPE OF THE WEB

§ Bowtie!
§ Middle portion: big webpages that all have a path 
to each other
 The “Kevin Bacon” portion

§ Left portion: links into the middle portion
§ Right portion: links from the middle portion



BOWTIE EXAMPLE (METAXAS 2012)



SHAPE OF THE WEB (BRODER ET AL. 2000)



MODERN OUTLOOK



STRUCTURE CAN TELL A STORY

The internet in Yugoslavia in May 1999; 
each frame is one day.  From “The effects 
of war on the Yugoslavian Network.” 
Steven Branigan and Bill Cheswick, 1999.



WEB SEARCH

§ You’re google and it’s 1998

§ What pages are “important”?

§ What pages are not important?



PAGERANK INTRO



PAGERANK INTRO - DISCUSSION

§ How do we rank importance of webpages?

§ What does importance come from?

§ What are some problems with this approach?



PAGERANK FOLLOWUP



PAGERANK FOLLOWUP

§ Can calculate pagerank somewhat quickly using 
linear algebra
§ Get “importance” based on web structure alone



DESIGNING A SEARCH ENGINE

§ You’re Larry 
Page and Sergey 
Brin, and you 
have this great 
algorithm for 
calculating 
importance
§ How do you go 
from there? 



HOW GOOGLE WORKS



WHAT’S WRONG WITH THIS?

§ Why do search engine rankings matter?

§ Can Google as we’ve discussed it be abused?

§ Who wants to change page importance?



GOOGLE BOMBS
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BEYOND GOOGLE BOMBS

§ Search engine 
optimization is a 
major area
§ Arms race between 
google and web 
companies
§ At equilibrium(?)



HARDWARE



IMAGE SEARCH HISTORY

§ Jennifer Lopez wore this dress 
to the 2000 Grammys
§ Most popular Google search 
ever; Google had no way to 
obtain images
§ Google Image Search is born



IMAGE SEARCH

§ How does that work??

[paraphrasing] 
Computers can’t 
really analyze 

what’s in an image



IMAGE SEARCH ORIGINALLY

§ “Context based” (text-based, concept-based)
§ Look around the picture for words, etc.
§ Look in metadata

§ When does this work well?



IMAGE SEARCH ORIGINALLY
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IMAGE SEARCH NOW

§ Can’t be context-based: reverse image search
§ https://www.google.com/imghp?hl=en

§ Facebook “may contain”
§ For accessability

https://www.google.com/imghp?hl=en


HOW DOES IT WORK?

§ Machine learning!
§ We’ll discuss tomorrow



VIDEO SEARCH?

§ Still (mostly?) context-based
§ No reverse video search
§ Youtube search isn’t that good



WHAT DOESN’T GET INDEXED? 



DEEP WEB

§ All of the web that 
can’t be indexed by 
search engines
§ Includes wayback
machine, lots of 
documents/videos
§ Williams databases
§ Private Facebook
§ Anything query-
based
§ Very big!



INDEXING THE DEEP WEB?



HOW TO FILL OUT WEB FORMS?

§ Look at how other people have filled out similar 
forms
§ Guess and repeat



SITEMAPS

§ Protocol to allow server to tell crawler about web 
pages
§ Don’t need to follow links!  Just get a list



DARK WEB

§ Needs special 
software to 
access
 Not just a web 
browser

§ Tor, etc. 
§ Largely used for 
illegal activity



DARK WEB



TOR

§ Reminder: who can see what site you’re 
communicating with?
§ What does HTTPS do?

§ Isn’t this impossible to avoid?
 Can’t send a letter without an address, right?



TOR

§ “The onion router”



TOR



TOR



TOR

§ Each server only knows: 
 Last server you contacted
 Next server you want to contact

§ None knows the whole route (assuming encryption 
works)



TOR: HOW TO USE

§ Browser
§ Many security-aware 
sites
§ Why not use tor all 
the time?



TOR: IS IT SECURE?

§ Timing attack
 Look at when Nancy is accessing the internet, see what sites are 
accessed

§ Exit node attack
 Look for data leaving the tor network

§ Fingerprinting (like we discussed)
 Tor browser is pretty secure, but more difficult fingerprints like 
mouse movements can work



TOR: IS IT SECURE?

§ If someone wants to deanonymize you, they 
probably can

§ If someone wants to deanonymize everyone, they 
probably can’t

§??



TOR USAGE



TOR USAGE

Rule of thumb: ~20-40% 
legal/legitimate usage



SILK ROAD

§ About $15 
million/year in 
traffic
§ Largely drugs
§ “Unregulated 
market”



SILK ROAD
Shut down in October 2013

Creator Ross Ulbricht arrested



SILK ROAD SEIZURE



HOW WAS THE SITE FOUND?

§ Hosted in Iceland
§ FBI claims it was found via data from the site 
CAPTCHA



HOW WAS THE CREATOR FOUND?

§ IRS agent inspired by Al Capone takedown



FINDING THE CREATOR

§ Gary Alford used google to find the first mention 
of silk road he could…



LOOKING FOR “ALTOID”

§ From bitcoin talk
§ Deleted, but bits remained



SMOCKING GUN



OTHER EVIDENCE

§ Early admin sign-on from nearby suspect’s address
§ Stackoverflow questions 
 Username “frosty” matched computer name

§ Seized package with 9 fake IDs headed to his 
address
 At the time, told agents “anyone can go on a site called Silk 
Road and buy fake IDs”



FINAL ARREST

§ https://www.businessinsider.com/the-arrest-of-silk-
road-mastermind-ross-ulbricht-2015-1


