
CSCI 15: AN INTRODUCTION TO THE 
MODERN INTERNET

Lecture 5: Privacy



PLAN FOR TODAY

§ Talk about privacy
§ Mostly slides with discussion, some activities

§ No governments today



WHAT IS PRIVACY?



WHEN DO YOU WANT PRIVACY?

§ Sometimes we give up our privacy
§ Sometimes it’s taken
§ Sometimes it’s not so clear

§ What do we want out of privacy?



K-ANONYMITY

§ One way to 
quantitatively measure 
privacy
§ Definition: given some 
information, how many 
people share that 
information?



K-ANONYMITY

§ Classic example: “anonymous” storage using 
gender, ZIP, date of birth

§ https://aboutmyinfo.org/identity

§ Wait a minute—what about privacy?

https://aboutmyinfo.org/identity


INTERSECTION ATTACK

§ Without k-anonymity, two anonymous databases 
can be used to deanonymize
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IMPLEMENTING K-ANONYMITY

§ Background: what do websites know about your 
passwords?
 They SHOULD know nothing (store an encoded version)
 Sometimes doesn’t happen
 Bad implementation + hack = hackers know your passwords
 Cheap, widely available tools that list common passwords



IMPLEMENTING K-ANONYMITY

§ https://www.troyhunt.com/ive-just-launched-
pwned-passwords-version-
2/#cloudflareprivacyandkanonymity
§ Database of passwords, tells you if yours has been 
cracked in a major hack
§ Do we want to give them our info!?  How can we 
avoid this?

https://www.troyhunt.com/ive-just-launched-pwned-passwords-version-2/


WHAT’S CHANGED SINCE 1997?

§ MUCH more data storage!
§ Much more easily accessible
§ Much more of life involves providing information
But also: 
§ More awareness!
 (Less caring?)



WEAKNESSES OF K-ANONYMITY?

Let’s say I get a k > 1.  How can this still be 
attacked?
§ Homogeneity: what if we share key information?

What do I know about the test 
score of a female in the class?



WEAKNESSES OF K-ANONYMITY?

Let’s say I get a k > 1.  How can this still be 
attacked?
§ Background knowledge

I find out that Barry’s (age 12) 
final average was a 96.  Do I 
know anything about Andrew, 
who is also 12?



ANONYMITY IN THE 
AGE OF BIG DATA

§ How does Google 
know this?
§ What information 
does it leak?



DIFFERENTIAL PRIVACY

§ Goal/definition: publish a large dataset of human 
behavior, without giving up information about any 
individuals
§ Specifically: removing an individual from the 
database does not change the answer to any query
§ How???
 Add noise
 Entire area of algorithmic and statistical study



WHY DIFFERENTIAL PRIVACY?

§ Statistical 
algorithms don’t 
need to be clever
§ Any leaked 
information can 
be learned and 
used



DIFFERENTIAL PRIVACY USES

§ Apple is a 
major proponent 
(why?)
§ Used for maps, 
words, emoji 
suggestions



COST OF DIFFERENTIAL 
PRIVACY



HOW MUCH PRIVACY DO WE HAVE?

§ Reminder: information transmitted over the internet
§ All devices traversed (and anyone privy to traffic) 
can see:
 Source
 Destination
 Content if not encrypted (if not HTTPS)



WHAT PRIVACY 
HAVE WE GIVEN 

UP?

§ When do we knowingly give 
away privacy?
§ What do we gain?  



EXAMPLE: FACEBOOK

§ What does Facebook know about us?

§ Facebook -> settings -> ads -> interests

§ What does Facebook not know about us?





EXAMPLE: CREDIT CARDS

§ What does your credit card company know about 
you?

§ How do they use it?







This data is anonymized---only 
gives (say) number of purchases 

in a given ZIP code



EXAMPLE: CREDIT CARDS

§ What does your credit card company know about 
you?

§ How do they use it?



PRIVACY MIDDLE GROUND

§ Sometimes we don’t realize we’re giving up 
privacy, but we may not be that surprised

§ Google location timeline



PRIVACY MIDDLE GROUND

§ What does a department store (Target, Walmart, 
Stop and Shop) know about me?

§ How can they track me, my purchases, and my 
interests?

§ What can’t they (or won’t they) track?



RETAIL IN 2019

§ https://www.businessinsider.com/walmart-kroger-
walgreens-increasing-camera-sensor-data-
collection-2019-4



PRIVACY MIDDLE GROUND (?)



COOKIES

§ First party: information stored on your computer by 
the website
§ Third party: stored by another company (ads are 
most common)
§ When are these good?
§ When are these bad? (Who can see them?)



COOKIES

§ Automatically login
§ Website history
§ Track across websites (press button to login)
§ Ad targeting



CREDIT AGENCIES



PRIVACY WE DON’T KNOW WE’RE LOSING



RFID

§ Transmits 
information over 
very short ranges 
§ Used in credit 
cards and 
passports, retail
§ Is this an issue?
 Not as much in 2019



RFID COSTS AND USAGES

§ In 2011, tag cost 9 cents
§ Many products you buy use it
§ EZ-Pass 
§ Library books
§ Races



WEBSITE FINGERPRINTING

§ You have a fingerprint on the internet!
§ What information must your browser give out?
§ https://panopticlick.eff.org



PRIVACY WE DON’T KNOW WE’RE LOSING

§ DNA websites
§ Pharmacies (anonymized)





WHO IS LISTENING TO US NOW?

§ Cell phones?
Conversations 
resulting in ads?

§ No (probably)
 They say they don’t
 Too many resources

§ Why not?
 They don’t need to



OK, ALSO YES (BUT NOT LIKE YOU’D THINK)

§ Evidence that 
some small apps 
retain 
“fingerprints”
§ Can keep track 
of (say) what you 
watch on TV, or 
what ads you 
view



WHAT ABOUT SMART SPEAKERS?

§ Yes (have to)
§ Also workers 
listening to 
anonymized 
requests (2019)



SMART SPEAKERS AND CRIME



WHAT CAN WE DO?



GDPR

§ European law (2016)
§ Websites must notify people of cookies
§ “Right to be forgotten”
 Request to be removed from search results

§ Is this effective?
§ Downsides?



VPN

§ What is it?
 Middleman: forwards your data to websites
 Encrypted

§ What protection does it provide?
§ What does it not provide?
§ Who runs these?


